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Strategic partnerships 

with governments, 

research institut ions, 

professional associations 

and industry

CSA research is 

FREE!

O U R  C O M M U N I T Y
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CSA Research Facts

• In 2009 we produced 2 research artifacts

• Since 2010 CSA has produced over 161* Research

Artifacts

• We have a total of 34 Research Working Groups (26

Currently Active)

• Over 4500** Volunteers have been involved (Past &

Present)

* Does not included some regional research, CCM

Mappings Activities, Grant Deliverables, Commissioned

Projects, Planned work for 2017 Q1-Q4

** Individuals logged into Basecamp
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CSA Serbian chapter

• Promote cyber security for cloud 

environments 

• Support creation and 

implementation of cyber security 

standards 

• Development of trust 

• Gather experts form different 

areas 

• Establish local cloud security 

community

• Help local players to promote and 

establish security culture for cloud 

environment  
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CSA Serbian chapter

• Members from different industries 

• Variety of expertise and interests

• It is free and worth a lot  

• Are you our next member ??? 

• Define activities for 12 month 

period 

• Make marketing promotions 

• Participation in significant security 

events in Serbia

C O M E  A N D  J O I N  U S  
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CSA Serbian chapter

• Localization of valuable content 

• Join to major events to promote cloud security

• Work with CSP to increase level of cloud security 
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M A N A G I N G  P E R S O N A L  D A T A  
P R O T E C T I O N  C O M P L I A N C E  

W I T H  T H E  G D P R :  
C S A  P R I V A C Y  L E V E L  

A G R E E M E N T S  ( P L A  V 3  C O C )  
F O R  C L O U D  S E R V I C E  

P R O V I D E R S
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EU Data Protection Reform

2012

• Start of reform process 
aiming to align data 
protection laws of the 
EU’s 28 Member States, 
and update rules for the 
digital age

April 2016

• GDPR is enacted after 
years of difficult 
negotiations

May 4 2016 

• Text published in the 
OJEU - enters into force 
20 days after publication

May 25 2018 

• GDPR applies 
throughout the EU after 
2-year transition period

C U R R E N T  L E G A L  F R A M E W O R K  
B A S E D  O N  D I R E C T I V E  
9 5 / 4 6 / E C  I N C O N S I S T E N T  
P A T C H W O R K  O F  N A T I O N A L  
L A W S .

G D P R  O B J E C T I V E S :  H I G H  L E V E L  O F  
P R O T E C T I O N  ( M A I N T A I N S  D A T A  
P R O T E C T I O N  P R I N C I P L E S ) ,  
M O D E R N I Z A T I O N ,  H A R M O N I Z A T I O N ,  
M O R E  E F F E C T I V E  I M P L E M E N T A T I O N
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CSA Privacy Level Agreement (PLA V3)
Goal:
• Provide CSPs a tool to achieve EU-wide data 

protection compliance with the GDPR
• Provide cloud customer with a tool to 

evaluate CSP EU-wide data protection 
compliance with the GDPR

Structure:

• Follows EU actual and forthcoming Data 
Protection Law

• Considers differences between CSP-
controller and CSP-processor
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Accounta-
bility

Data 
protection by 
design & by 

default

Data 
protection 

impact 
assessment

Information 
to the data 

subject

Legitimate 
basis

Rights of the 
data subject 

S I M P L I F I E D  D A T A  
P R O C E S S I N G  C Y C L E  

P L A  V 3
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PLA V2(V3) Table (Annex 1)
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PLA CODE OF CONDUCT 

• The CSA Privacy Level Agreement Code of Conduct is a code developed by the PLA WG 

so to provide a tool for both cloud data processor and cloud data controllers to comply 

with GDPR requirements.

• The PLA CoC is based on the work done by CSA since 2012 with the release of:

✓ PLA V1: A privacy outline for companies selling cloud services in EU

✓ PLA V1 was created to be a “transparency tool”

✓ PLA V2: It evolves V1 so to create a “compliance mechanism” 

✓ PLAV2 was aligned with the requirements of the Directive 46/95/EC as well as with the 

Opinion 05-2012 of the WP29.
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PRIVACY LEVEL AGREEMENT V3: REQUIREMENTS (1)

1. Declaration of compliance and accountability 

2. CSP relevant contacts and its role

3. Ways in which the data will be processed

a. Personal data location

a. Subcontractors

b. Installation of software on cloud customer’s system

c. Data processing contract (or other binding legal act)

4. Record keeping



H T T P S : / / C L O U D S E C U R I T Y A L L I A N C E . O R G /

PRIVACY LEVEL AGREEMENT V3: REQUIREMENTS (2)

5. Data transfer

6. Data security measures 

7. Monitoring 

8. Personal data breach

9. Data portability, migration, and transfer back

10. Restriction of processing 

11. Data retention, restitution, and deletion

12. Cooperation 
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DPA’s opinions 
on PLA?

C O P Y R I G H T  ©  2 0 1 7  C L O U D  

S E C U R I T Y  A L L I A N C E
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OCF and PLA 

P R I V A C Y  L E V E L  A G R E E M E N T  C O D E  O F  C O N D U C T  

T E C H N I C A L  
C O M P L I A N C E  

L E G A L  
C O M P L I A N C E  
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THANK YOU

Contact CSA Research

Twitter: @cloudsa

Our Workgroups: www.cloudsecurityalliance.org/research

Learn: www.cloudsecurityalliance.org/research/cloudbytes

Download: www.cloudsecurityalliance.org/download

http://www.cloudsecurityalliance.org/research
http://www.cloudsecurityalliance.org/research/cloudbytes
http://www.cloudsecurityalliance.org/download
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Resources

https://star.watch/en

https://cloudsecurityalliance.org/star/

https://cloudsecurityalliance.org/group/cloud-controls-

matrix/

https://cloudsecurityalliance.org/group/privacy-level-

agreement/

https://star.watch/en
https://cloudsecurityalliance.org/star/
https://cloudsecurityalliance.org/group/cloud-controls-matrix/
https://cloudsecurityalliance.org/group/privacy-level-agreement/



